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“Since the early 1980s the world has experienced an unprecedented pace of advancement 
in the field of information technology.  These technological innovations are having a 
profound impact on the administration of fiscal systems, and have revolutionized the way 
in which tax reforms are implemented.”  (Jenkins 2006, at 1). 
 

I.   Introduction 

 For a number of important policy reasons, tax authorities share information they 

collect about taxpayers with tax authorities from other countries.  These tax authorities 

along with tax scholars generally recognize the need for enhanced cross-border tax 

information exchanges (CBTIE) to assist with the enforcement of tax laws as well as for 

other reasons, but often disagree on the appropriate reform path.  This Article identifies 

and discusses the legal and policy challenges presented by CBTIE to see whether reform 

efforts are needed to promote economic, social and political goals.   

 In recent years, a number of initiatives have taken place to promote CBTIE in part 

because technology change has made it increasingly more feasible to engage in cross-

border tax sharing.  The digitization of tax records, the maintenance of these records 

within databases, the transmission of records across information technology networks 

along with other technology developments have facilitated the ability of tax authorities to 

collect, use and disclose tax information on a global basis.  How do these technology 

developments mesh with concerns that arise from or that are trying to be addressed by 

CBTIE? 

   With respect to economic concerns, laws and policies that promote CBTIE strive 

to protect tax revenue sources by inhibiting aggressive tax avoidance and tax evasion 

strategies.  There is a concern that multinational corporations are increasingly deploying 

sophisticated tax planning techniques involving operations in foreign countries to unduly 
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reduce their global tax payments.  Individual taxpayers are more and more engaging in 

illegal tax evasion by shifting their funds to tax havens and by refusing to disclose these 

assets or income to Canadian tax authorities, a development facilitated by the Internet 

that lowers information and other costs associated with the setting up of anonymous 

offshore accounts.   

 With respect to social concerns, the laws and policies that govern the sharing of 

tax information may violate privacy rights or interests.  Tax information, which includes 

a taxpayer’s income and an individual’s personal circumstances (e.g., to support a claim 

for a disability tax credit), is a particularly sensitive form of personal information.  In 

recent years in part as a result of the technological developments mentioned above, 

Canada and other countries have enacted laws to better protect an individual’s personal 

information, particularly when this information has been transferred across borders.   

 With respect to political concerns, foreign access and use of taxpayer information 

may harm a government’s sovereign control over its tax laws and policies.  In part to 

fight the financing of global terrorism, policy-makers are increasingly tracking cross-

border financial flows, including tax information.  In certain cases, governments have 

agreed to exchange taxpayer information with other governments by way of 

administrative agreement or informal means instead of passing a law that would 

explicitly permit this exchange, potentially leading to a so-called democratic deficit.  In 

addition, tax information databases are being increasingly linked with other government 

databases that can be scrutinized under reduced legal protections promoted by post-9/11 

developments, placing at risk important democratic values.      

 Emerging law and technology theories can serve as a useful starting point to 

identify the challenges and the inter-relationships between technology change and 

potential CBTIE legal reforms.  In particular, substantive theories of technology 

developed outside of legal scholarship can help to explore the ways that technology 

change can lead to adverse substantive impacts on economic, social, political and other 

interests.  The analysis within this paper in informed by a synthetic theory of law and 

technology that seeks to integrate the substantive theories of technology with 

instrumental theories (or perspectives) on technology that call for individualized scrutiny 

of specific facts and circumstances surrounding legal issues. 
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 Part I provides context by discussing the main factors that are driving the push 

towards enhanced CBTIE, including technological developments, political concerns 

surrounding tax avoidance and evasion, and initiatives to inhibit illicit drug money 

laundering and terrorist financing schemes.  Part II discusses perspectives in the literature 

on CBTIE and shows that a gap within legal scholarship on this topic could be filled by a 

comprehensive and critical examination of the relevant issues through a law and 

technology theoretical framework.  The Part then deploys this framework to help identify 

and analyze the policy challenges to economic, social and political interests.  Part IV 

discusses possible methodological approaches to determine appropriate reform responses 

as well as some initial thoughts on ways to address the policy challenges arising from 

CBTIE, including ‘technology is law’ solutions and the development of a multilateral 

agreement on taxpayer rights to ensure that tax information that is transferred across 

borders attracts an acceptable level of protection.  This paper strives to provide a bird’s 

eye view of the relevant policy challenges and further research is required before more 

definitive pronouncements can be made about potentially viable policy prescriptions.   

II.   The Drive Towards Enhanced Cross-border Tax Information Exchanges 

 After the post-World War I era, many countries, including Canada, began to 

develop a network of tax treaties that contemplated CBTIE.  Historically, CBTIE was 

designed to assist tax administrators with ensuring that taxpayers with foreign income 

sources are complying with their tax obligations as foreign income is often subject to 

domestic tax laws that strive to tax the world-wide income of tax residents.   

 There are different legal mechanisms whereby countries engage in CBTIE: 

(a) unilateral measures: Countries pass enabling legislation to give effect to CBTIE by, 

for example, permitting tax authorities to exchange information, as subsequently 

discussed, under tax treaties (e.g., s. 241(4)(e)(xii) of the Income Tax Act (ITA)).  

Countries also pass laws that enable their tax authorities to request resident taxpayers to 

provide them with tax returns and other information they have provided to foreign tax 

authorities (e.g., s. 231.6 of the ITA); in these circumstances it is not the tax authorities 

themselves, but the taxpayers that provide the information.  At times, tax laws mandate 

that certain non-resident taxpayer information should be collected by stipulated 

intermediaries for possible CBTIE purposes.  For example, the United States government 
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passed tax laws to force U.S. banks to collect information on interest payments made to 

Canadian holders of U.S. portfolio investments for sharing purposes with Canadian tax 

authorities (see I.R.C. Reg. Section 1.6049-8(a) and Reg. Section 1.64049-4(b)(5)).  

Finally, countries can also indirectly try to access foreign-held taxpayer information 

through voluntary compliance programs that urge tax residents to provide this 

information, often in exchange for amnesty against certain penalties such as criminal 

prosecution.  Canada, for instance, promotes a Voluntary Disclosures Program to 

encourage taxpayers to voluntarily correct previous problems in their tax returns, 

including information regarding foreign sources of income, without penalty or 

prosecution. 

(b) bilateral agreements:  Bilateral tax treaties remain the most important legal tool to 

give effect to CBTIE, and most of these treaties contain provisions promoting CBTIE 

along with protections for certain taxpayer rights such as confidentiality and trade secrets.  

Tax treaties contemplate three main types of CBTIE: ‘spontaneous exchanges’ that occur 

when a tax authority discovers information about a non-resident taxpayer’s activities and 

spontaneously shares this information with the tax authorities of a foreign government; 

‘automatic exchanges’ that occur on an ongoing basis between two tax authorities; and 

‘exchanges upon request’ that take place only when one tax authority asks its foreign 

counterpart for the tax information.  More unusually, countries resort to bilateral 

agreements that only envision tax information exchanges and do not cover broader issues 

found within full-blown bilateral tax treaties such as the taxation of business profits.  

Most of these bilateral tax information agreements only contemplate exchanges upon 

request and do not permit spontaneous or automatic exchanges.  For instance, the OECD 

model tax information agreement, discussed below, only contemplates exchanges upon 

request. 

(c) multilateral agreements:  In rare circumstances, certain countries have negotiated 

multilateral tax treaties with CBTIE provisions (e.g., the Nordic Pact).  Perhaps the two 

most prominent examples of multilateral agreements are the European Council and 

OECD multilateral agreement on assistance in tax matters and the European Union’s 

Savings Directive, which came into force on July 1, 2005 (2003/48/EC).  Under the latter 

reform effort, each European Union country provides information automatically to other 



   

 5

member states on interest paid to non-resident individuals (with a transitional period of 

that permits the imposition of withholding taxes instead of information exchanges for 

three EU countries). 

(d) non-tax agreements:  Countries also negotiate mutual legal assistance agreements to 

assist each other with enforcement of criminal laws.  At times, these agreements 

contemplate exchanging information for certain criminal tax offences.  For example, 

Canada entered into a mutual legal assistance treaty with the Bahamas in 1990 that only 

contemplates assistance in criminal matters (although tax offences are not directly 

mentioned within this treaty). 

 In recent years, CBTIE has become a more significant policy issue for a number 

of reasons: 

A. Changing Technological Environment 

 As mentioned in the introduction, information technology developments have 

made it more efficient and less costly for governments and the private sector to collect, 

use and disclose personal information such as financial and tax information.  For 

instance, revenue authorities historically accessed and maintained paper tax returns that 

may have been stored away in the dusty drawer within a cabinet in some obscure 

government office.  If a foreign tax authority requested this information, it could be 

difficult (or impossible) and costly to locate, copy and ship the tax information across 

borders.   

 This environment has been drastically altered by the digitization of tax records.  

As discussed within information economics, a significant portion of this change is 

attributable to the fact that digital records are almost costless to copy and transfer (i.e., 

information goods share common attributes of potentially high fixed costs of production 

and low or nil marginal costs for reproduction and distribution).  With the click or two of 

a mouse button, records can now be called up from government databases, copied and 

transferred to another government agency located anywhere in the world as long as it has 

access to the Internet.  For the first time, many countries can engage in CBTIE with 

relative ease.    

 Moreover, as a result of these technological developments, government-collected 

information such as tax information can be cross-indexed against other digital personal 
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information maintained by domestic and foreign governments (e.g., customs, criminal or 

immigration data) or by the private sector (e.g., records of consumer purchases) to allow 

a detailed profile of an individual to be put together from formerly discrete bodies of 

data.  This detailed profile can be used for purposes outside of traditional tax concerns 

such as a part of an investigation for terrorist financing schemes. 

 Scholars and policy-makers have examined the ways that enhanced CBTIE has 

been facilitated by information technology developments, along with digitized tax 

information, the use of the networked databases and automated tax collection systems 

(Bentley & Quirk 1999; Gonzalez 2006; OECD 2006a; OECD 2006b).  Since the early 

1990s, many governments have taken advantage of information technology developments 

to develop and promote the digitization of tax records, including tax returns, and the 

storage of these records in networked databases to enhance administrative efficiency and 

promote ease of filing of annual returns for individual taxpayers, including web filing.  

These efforts have met with some success.  For example, one of the most visited websites 

on the Internet is irs.gov as U.S. taxpayers seek tax information and e-file returns via this 

website.  As governments gain confidence with their information technology (IT) 

collection, use and disclosure services, they appear to be seeking heightened connections 

with the IT services, including networked databases, offered by other governments 

(Jenkins 1996, at 5).  

 In fact, we are witnessing what might be considered to be the emergence of a 

second generation of IT tax services that promote these heightened connections.  Early 

reform efforts to implement automated tax collection and exchange systems include the 

U.S. state tax authority-sponsored Streamlined Sales Tax Project that contemplates the 

use of automated tax collection and exchange software systems to assess taxes and share 

across state borders information concerning state and local sales and use tax systems 

(Hellerstein 2003).  In addition, the European Union implemented heightened VAT 

cross-border information sharing as part of the move towards a borderless market in 1993 

(Hutchinson 1996).  Moreover, initial efforts have investigated the architecture of a 

workable system within the international arena, including the possible development of a 

secure extranet (i.e., a portion of the Internet that has been secured from outside access) 
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and an online tax clearinghouse that could be used by tax authorities to exchange tax 

information and assess, charge and remit taxes (Cockfield 2001).  

B. Political Environment 

 The push toward heightened levels of CBTIE has been driven in part by political 

concerns surrounding tax evasion, aggressive tax avoidance and the ‘war on terrorism.’ 

i. Efforts to Inhibit Tax Evasion and Aggressive Tax Avoidance 

 Governments are increasingly worried that aggressive tax avoidance and illegal 

tax evasion are leading to significant revenue losses and information exchange is seen as 

a way to limit these problems (Minister of National Revenue 1998; Auditor-General of 

Canada, 2001; Auditor General of Canada 2002; Auditor-General of Canada, 2007; 

Tillinghast 1999).  As a result of fiscal sovereignty worries, it is only natural for 

governments to seek heightened CBTIE with other governments instead of entering into 

politically-problematic binding agreements where they may need to modify their tax laws 

to take into account the interests of foreign states.  Concerns surrounding fiscal 

sovereignty remain one of the most important drivers of international tax policy 

(Cockfield 2005, at 21). 

 Two simplified examples will serve to show how CBTIE could inhibit tax 

avoidance and tax evasion. 

 With respect to tax avoidance, certain taxpayers, especially multinational firms, 

appear to be engaging in aggressive tax planning activities that strive to reduce global tax 

liabilities while complying with all relevant tax laws of the countries where business 

activities take place.  The tax authorities within Country A become aware of a new hybrid 

entity tax planning scheme involving a resident taxpayer, Corporation X, that appears to 

infringe on its tax laws as well as, potentially, the tax laws of Country B where 

Corporation X also conducts business.    Country A’s tax authorities would like to request 

tax information held by the authorities within Country B to assist with its audit of 

Corporation X.  If the tax authorities can exchange tax information and possibly jointly 

audit Corporation X then they will be in a better position to determine whether 

Corporation X may have violated tax laws in one or both countries.   In addition, the tax 

authorities within Country B will now be aware of this particular planning scheme and 
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they can be on the look-out for similar schemes in the future, which may be subjected to 

heightened scrutiny or audit. 

  With respect to tax evasion, individuals appear to be increasingly willing to 

engage in illegal non-disclosure of income generated offshore, in part because the 

Internet that makes it easier for these individuals to access information on offshore 

accounts and reduces the costs associated with setting up these accounts.  Consider 

Individual X based in Country A.  Individual X is self-employed and earns $1 million in 

revenues.  She only discloses half of this income to the tax authorities in Country and 

transfers the remaining amounts to an account set up for her in Country B, a tax haven.  

She never discloses this transfer or the income earned on the account to the tax 

authorities in Country A, and accesses her offshore funds via a credit card issued by a 

bank in Country B.  Her credit card payments are paid out of the offshore account and 

thus there is no paper trail of these purchases within Country A.  If the tax authorities 

within Country A suspect Individual X is engaging in tax evasion (as well as violating 

non-tax laws by transferring offshore undisclosed amounts that exceed $10,000), they 

may wish to investigate by requesting tax information maintained by authorities within 

Country B.  But the officials within Country B may refuse to cooperate and point to their 

own bank secrecy laws that make it a criminal offence to disclose confidential bank 

information to third parties.  On the other hand, this sort of tax evasion could be inhibited 

to the extent that Country B is willing to engage in CBTIE with Country A. 

 The Organization for Economic Development and Cooperation (OECD), which  

is the leading forum for international tax reform efforts, has promoted enhanced CBTIE 

to fight the perceived abusive use of tax havens as part of its ‘harmful tax competition’ 

project that began in 1996 (Ambrosanio & Caroppo 2005).  In 1998, the OECD published 

a report indicating that “the lack of effective exchange of information” was one of the 

key factors in determining harmful tax practices (OECD 1998).  In 2000, the OECD 

published an initial ‘blacklist’ of 35 tax haven countries that did not, among other things, 

permit effective CBTIE (OECD 2000).  In 2002, the OECD developed a non-binding 

model tax information exchange agreement (the ‘OECD TIEA’) to encourage 

transparency and to set standards for the exchange of this information (OECD 2002, at 2-

3).   In 2006, the OECD’s Global Forum, constituted by the 30 OECD member states as 
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well as participating non-OECD member states, conducted an assessment of the CBTIE 

regimes of 82 countries with the goal of ensuring “the implementation of high standards 

of transparency and information exchange in a way that is fair, equitable and permits fair 

competition between all countries, large and small, OECD and non-OECD” (OECD 

2006, at 7). 

 As a result of these political concerns as well as the reform efforts initiated by the 

OECD, many governments are promoting unilateral and bilateral measures to enhance 

CBTIE.  With respect to unilateral measures, for example, the Canadian 2007 federal 

budget proposed linking the right to repatriate tax-free profits from abroad to the 

existence of CBTIE agreements with other countries.  By way of background, Canada 

taxes its resident taxpayers on a world-wide basis.  Subsidiaries of Canadian parent 

companies are normally not taxed on their active income profits as the subsidiary is 

incorporated in a foreign country and is hence a non-resident from a Canadian income tax 

perspective.  With respect to the repatriation of profits from foreign subsidiaries back to 

their Canadian parent companies by way of dividends, the general rule is that these 

profits are effectively exempt from Canadian tax if they were earned out of active 

business income and the foreign subsidiary is based in a tax treaty partner country of 

Canada (more technically, repatriated dividends must come from an “exempt surplus” 

account of a “foreign affiliate” based in a “designated treaty country” and are entitled to a 

full deduction by the Canadian parent under s. 113 of the ITA).  As a result, Canada 

historically taxed these profits if they were repatriated from passive income or a business 

based in a non-treaty country.  The proposal would extend the favorable exempt surplus 

treatment to active business profits generated in a country that has an entered into an 

approved tax information exchange agreement with Canada.   

 Moreover, countries are increasingly agreeing to enforce other nations’ tax laws 

on a bilateral basis despite the “ancient rule” that they never do so (see U.S.A. v. Harden, 

[1963] S.C.R. 366 (Supreme Court of Canada)).  For example, Canada and the United 

States agreed for the first time in 1995 to amend their bilateral tax treaty so that the two 

countries could exchange tax information and enforce each others’ tax laws (see Article 

26A of the Canada-U.S. tax treaty).  Countries are also amending their tax treaties to 

expand information sharing cooperation and mutual obligations.  For example, in 



   

 10

September 2007, Canada and the United States revised their tax treaty to: reduce the 

areas where requested tax information can be denied by the requested country; expand 

tax information sharing to include witness depositions and unedited original documents 

such as books, papers, accounts and writings; and permit tax officials to enter the other 

country to interview individuals and examine books and records (Fifth protocol at Article 

23, paras. 5-7). 

 Governments have also begun in recent years to enter into multilateral agreements 

to share tax information or information on tax planning schemes.  For example, in 2004, 

the Canadian government or one its federal agencies signed onto three such agreements: 

the Council of Europe and OECD Convention on Mutual Assistance in Tax Matters; the 

Pacific Association of Tax Administrators MAP Operational Guidance for Member 

Countries; and the Joint International Task Shelter Information Centre.   

ii. The War on Terrorism 

 In the post-9/11 environment, international terrorism has played a central role for 

many governments in the development of their national and international security policy.  

Terrorists require financing for their activities and hence the tracking of cross-border 

financial flows may provide investigators with evidence to fight these financing schemes 

or to identify and arrest the terrorist themselves.  As a result, enhanced CBTIE is being 

increasingly deployed to combat terrorist financing schemes (Financial Action Task 

Force 2004; Walsh 2005, at 389).  This process is also being facilitated by the OECD, 

which in [2004?] amended its model tax treaty language on CBTIE to contemplate 

exchanges for “non-tax purposes.”  As a result of these developments, tax authorities are 

increasingly presented with ‘suspicious transaction reports’ by other government 

agencies such as police agencies; the tax authorities in turn are assisting with 

investigations by providing tax information to these agencies. 

C. Summary 

 Governments worry that their taxpayers are increasingly engaging in international 

tax evasion or aggressive tax avoidance.  With respect to the latter concern, one way to 

deal with the problem would be negotiate similar tax laws among different countries (i.e., 

harmonize differential tax bases and/or rates) so that sophisticated cross-border arbitrage 

planning strategies would be inhibited.  But governments refuse to enter into these 
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agreements, mainly because they do not wish to give up their sovereign ability to develop 

tax rules as they see fit.  CBTIE hence provides a politically-feasible solution so that 

governments can engage in more cooperative efforts to constrain perceived problems 

without making substantive changes to their tax laws.  The policy push towards 

heightened CBTIE has been accompanied by significant technology change surrounding 

the provision of government tax services.  This technology change has reduced the costs 

associated with CBTIE by making it more efficient and less costly to locate, copy and 

transfer tax information across borders.  The following Part discusses how this 

technology change meshes with economic, social and political concerns that arise from or 

that are being addressed by CBTIE. 

III. A Law and Technology Perspective on Enhanced CBTIE 

 This Part begins by offering a brief review of some of the scholarly works that 

have focused on CBTIE to identify gaps within the literature.  The interaction between 

technology and law influences individual and/or group behavior and ultimately 

determines whether a desired policy outcome will be achieved (Lessig 1996).  For 

example, technology change can amplify the risk that interests traditionally protected by 

law will be harmed.  As a result, a critical examination of the interdependency between 

technology and law offers the potential to illuminate previously ignored or under-

examined issues to promote more optimal legal and policy change.  The Part elaborates 

on the ways that a law and technology theoretical framework could assist with this 

process. 

A. Literature Review 

 While CBTIE does not appear to have been analyzed in a comprehensive or 

critical manner by legal scholars, there has been ongoing commentary on its usefulness in 

promoting various government objectives.  For example, some scholars have 

recommended information sharing laws and joint audits by national tax authorities as a 

way to promote revenue collection (e.g., Arnold and Harris 2004).  Others have evaluated 

the OECD’s recent emphasis on tax information sharing as a way to inhibit aggressive tax 

avoidance as well as tax evasion (e.g., Easson 2004; Owens 2007; Barec 2007).  Certain 

works have also explored how technologies, including technologies that enable CBTIE, 

can help to ensure that tax authorities can enforce their laws that seek to tax foreign 
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sources of income or, in the case of U.S. states, that seek to apply sales taxes on out-of-

state consumer purchases (Hellerstein 2003). 

 There is now a significant amount of writings, mainly within the context of the 

taxation of e-commerce, that reviews the ways that technology change interacts with tax 

laws and policy (e.g., McLure 1997; Avi-Yonah 1997; Li 2002).  Commentators have 

examined the ways that tax challenges presented by e-commerce, which enhances cross-

border economic activity and can make it difficult to establish a link between taxpayers 

and their global transactions, can be addressed by heightened CBTIE (Doernberg et al. 

2001, at 388-392). Fewer works have comprehensively reviewed the tax law and policy 

issues surrounding CBTIE, although some commentators have looked at privacy issues 

(Blum 2004) as well as other taxpayer rights such as evidentiary privilege for advice by 

tax lawyers to their clients (McCracken 2002).   

 Economists, on the other hand, have done detailed studies on how CBTIE can 

enhance efficient tax administration especially in light of information technology 

developments along with administrative challenges for developing countries (Jenkins 

1996; Hutchinson 1996; Bird and Guerdon 2007).   

 In summary, there appears to be few works of legal scholarship that attempt to 

examine in a comprehensive or critical manner the policy issues arising from CBTIE.   

Instead, policy issues surrounding CBTIE are often referenced within a broader 

examination of international tax concerns such as tax evasion through tax havens or tax 

administration.  The dearth in the literature may be attributable in part due to the fact that, 

as outlined in Part I, CBTIE has become a more prominent feature of the international tax 

regime only in recent years.  The gap in the literature could be addressed by analysis that 

promotes a broad and critical scrutiny of the relevant policy issues arising from CBTIE.  

B. Analysis Informed by a Synthetic Theory of Law and Technology 

 The subsequent analysis will be informed by emerging law and technology 

theories that examine how new technologies can help promote public policy goals while 

at the same time subverting these goals.  For example, automated tax collection systems 

could facilitate CBTIE, but could unduly intrude into taxpayer privacy interests.  More 

specifically, the analysis will deploy a synthetic theory of law and technology—that is, a 

theory based on a synthesis of instrumental and substantive theories of technology—to 
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explore how CBTIE could address the economic, social and political concerns described 

previously (Cockfield and Pridmore 2007c).  

 Generally speaking, instrumental theories tend to treat technology as a neutral tool 

without examining its broader social, cultural, and political impacts.  In contrast, 

substantive theories emphasize the ways in which technological systems can have a 

substantive impact on individual and community interests that may differ from their 

intended impact (Ellul 1964; Winner 1980).  A synthesis is necessary because each 

theory, standing alone, has disadvantages that reduce its potential for interfacing with 

legal analysis.  In particular, the analysis explores how laws and policies that promote 

enhanced CBTIE may have unintended adverse effects on economic, social and political 

interests.  In other words, the analysis will explore how technology change can amplify 

legal risk, often in subtle ways, so that these interests may be subverted.  

 Moreover, in a recent critique of international tax law analysis, I argued that tax 

law scholars need to develop analytical tools and theoretical frameworks that integrate 

efficiency perspectives with broader social, political or other concerns (Cockfield 2007c).  

I claimed that international tax law analysis suffers from an over-emphasis of efficiency 

concerns, in part because of the lack of agreement on the normative foundations for 

equity analysis.  The use of the synthetic theory of law and technology to inform the 

subsequent analysis follows this critique, as it seeks to integrate efficiency concerns 

relating to compliance and administrative costs with other political and social concerns.   

C. Identifying Challenges 

 CBTIE both raises and tries to address economic, social and political concerns.  

More specifically, laws and policies on cross-border tax information exchange (CBTIE) 

can have an impact on: 

(a) revenue collection and tax administration costs for tax authorities, and on tax 

compliance costs for multinational firms; 

(b) the social consequences of heightened CBTIE on privacy interests; and 

(c) the political costs of existing and proposed tax information sharing arrangements 

potentially where countries agree to be bound to CBTIE agreements reached by tax 

authorities without these issues being vetted by Parliament. 

A. Economic Concerns 
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i. Revenue Losses 

 As previously indicated, one of the primary purposes of CBTIE is to ensure that 

countries can enforce their world-wide taxation systems on their resident taxpayers.  As a 

result, to the extent that a CBTIE agreement does not work effectively revenue losses 

may result.  According to the OECD’s Global Forum, the three main aspects to ensuring 

transparency and effective exchange of information are: exchange of information 

mechanisms, appropriate access to the information and availability of information 

(OECD 2006, at 9).  This section discusses challenges to effective CBTIE presented by: 

(a) a lack of coverage; (b) double incrimination provisions; (c) domestic tax interest 

provisions; and (d) bilateral versus multilateral agreements. 

Lack of Coverage 

 Even if an exchange of tax information agreement (via a stand-alone agreement or 

within a tax treaty) has been negotiated, it may not promote an effective CBTIE to take 

place if the provisions within it do not provide for comprehensive coverage of different 

types of taxes.  Consider the example of the only TIEA agreement entered into by the 

Cayman Islands, a tax haven and the fifth largest banking deposit in the world (Owens 

2007, at 916).  In 2000, the Cayman Islands entered into its first and only TIEA with the 

United States.  The IRS scrutinized this agreement and made a finding that “because of 

certain limitations in the scope of [this] agreement” the TIEA did not qualify as a 

designated exchange of information agreement that would attract certain tax benefits (see 

IRS Revenue Bulletin 2007-18, April 30, 2007). [elaborate on this problem and problem 

of not extending agreements to civil tax matters] 

 Other tax information exchanges only contemplate exchanges of information on 

certain types of taxes such as income taxes or ignore subfederal tax issues.  In contrast, 

for example, since a revision in 2002 the Canada and Germany tax treaty contemplates 

information exchanges for all taxes imposed by their federal governments.  Moreover, 

this revised treaty now contemplates disclosure of information held by the federal 

governments to its subfederal governments (e.g., provinces and municipalities) to assist 

in their enforcement of tax claims.   

 If a tax information exchange agreement does not work effectively as a result of a 

lack of coverage, tax revenue losses could result from the proposed linkage of tax 
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information exchange agreements with the tax-free repatriation of profits from countries 

that have entered into these agreements with Canada.  [check draft rules to see definition 

of qualified agreements] 

Dual Criminality Provisions 

 A tax agreement that includes a provision following the principle of ‘dual 

criminality’ means that CBTIE will only take place if the conduct being investigated, and 

which gives rise to the information request, would constitute a crime under the laws of 

the requested country.  It is not clear that Canadian agreements with dual criminality 

provisions are working effectively.  Some countries maintain bank secrecy laws that 

thwart efforts by Canadian officials to access offshore tax information.  For example, the 

mutual legal assistance agreement between Canada and the Bahamas (a tax haven) is 

often ineffective because the Bahamas does not have an income tax or an offence of tax 

evasion, so the Bahamian government can refuse to cooperate when Canada investigates 

income tax evasion (Li, Cockfield and Wilkie 2006, at 329).   

Domestic Tax Interest Provisions 

 Tax agreements can also contemplate provisions that mandate the need for a 

‘domestic tax interest’ before requested tax information can be provided to the requesting 

country.  A domestic tax interest means that the requested country will only provide tax 

information that it normally collects for its own domestic tax purposes. 

Dual versus Multilateral Agreements 

 Under one view, the patch-work of bilateral tax treaties and bilateral tax 

information exchange agreements, each with different information exchange provisions 

or language within provisions, has led to a less than desirable outcome.  A better 

approach, under this view, would be to increasingly deploy multilateral instruments so 

that all of the participating countries and their taxpayers will be subjected to the same 

rules hence promoting tax certainty and a level playing field (Thuronyi 2001).  As 

discussed below, however, even countries participating in regional economic integration 

at times refuse to abide by multilateral agreements in this area: Switzerland, for instance, 

has thus far refused to sign onto the exchange of tax information provisions of the EU 

Savings Directive as it wishes to maintain its bank secrecy laws.  Switzerland, a 

European country that is not a member of the European Union, has agreed to a bilateral 
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agreement with the European Community whereby Swiss tax authorities will impose a 

withholding tax on interest payments to non-residents residing in European Union 

countries in lieu of exchanging tax information.  As subsequently discussed, while 

Switzerland is an OECD member the country refuses to abide by suggested CBTIE 

practices by the OECD, creating a political problem where non-OECD countries query 

why they are being subjected to more rigorous information sharing mechanisms that 

certain OECD members themselves refuse to adopt. 

ii. Compliance Costs for Taxpayers 

 An aspect of an efficient tax administration system is that tax laws should not 

impose unduly burdensome compliance costs on taxpayers.  In the international context, 

these costs can discourage cross-border investment and trade and thus countries must try 

to ensure that tax rules are as straight-forward as possible in their application and 

proportional to the amount of revenues at stake. 

 A concern surrounding enhanced CBTIE is that high compliance costs in this area 

may additionally ‘punish’ countries that have adopted rigorous CBTIE requirements as 

non-resident firms will seek out lower cost jurisdictions for their investments.  To 

promote a global level playing field, the OECD’s Global Forum recommended that 

existing CBTIE practices converge to meet high standards so that those countries that 

already have these standards are not unduly disadvantaged from doing so (OECD 2006, 

at 7-8). 

iii. Enforcement Costs for Tax Authorities 

 Efficient tax regimes promote tax laws that can be enforced by tax authorities at a 

reasonable cost.  In the international context, proposals need to take into account the fact 

that many nations do not possess the administrative resources or expertise to protect their 

tax bases by tracking down businesses located outside of their borders.   

 With respect to the enforcement of effective CBTIE, countries need to: (a) have 

efficient access to bank information; and (b) real powers to access reliable information to 

identify and location of the owners of the bank accounts (or bearer shares).  If access to 

bank information or the identity of account holders is denied to the requested country, 

then this country will not be in a position to share this information with others, which will 

frustrate their ability to assess tax liability.  As part of its ongoing efforts to encourage 
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transparency, the OECD began in 2000 to take steps to improve the ability of tax 

authorities to access bank information and identifying information for tax purposes 

(OECD 2007, 5-6). 

 The push towards the use of IT systems to encourage heightened CBTIE between 

developed and developing countries has led to concerns that the latter will be unable to 

implement and enforce these systems.  Peterson notes five reasons that make IT systems 

difficult to implement: (a) organizational reform can threaten individuals and disrupt 

well-established operating procedures; (b) IT reform involves organizational reform that 

is time consuming; (c) IT reform requires good management, which is often scarce in the 

bureaucracies of developing countries; (d) IT professionals who implement the reforms 

are often insensitive to organizational constraints; and (e) public bureaucracies in 

developing countries often have few incentives to reform (Peterson 1996, at 177). 

 According to Jenkins, “[a] chronic problem of developing countries with weak 

customs systems is obtaining accurate information on the origin, classification, and 

valuation of imports for the purposes of taxation and economic information” (Jenkins 

1996, at 7).  He holds out hope that IT systems that gather this information, which can be 

obtained much more easily from exporters, can be transmitted to the importing country 

from the country of export.  To the extent that this system becomes workable, it may help 

tax authorities within developing countries enforce their tax and customs laws. 

B. Social Concerns 

i. Privacy Worries 

 Tax information, which often includes a taxpayer’s income and other details about 

an individual’s personal circumstances (e.g., to support a claim for a disabled dependency 

tax credit), is a particularly sensitive form of personal information.  The sensitivity of this 

information explains in part the historic reluctance of many countries to share tax 

information across borders and to enforce each others’ tax laws.   

Transfers to Foreign Countries with Different Privacy Laws 

 In part because of technological developments that facilitate the collection, use 

and disclosure of personal information by industry and government, many governments 

around the world have initiated privacy legal reforms since the 1990s.  Most prominently, 

the European Union countries agreed to a Data Protection Directive, which governs 
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private sector information collection and usage practices, that came into effect in October 

1998.  Article 35[?] of this Directive generally indicates that personal information shall 

not be transferred across borders to another country unless this country has legislation 

and policies that offer equivalent privacy protections.  In another example, Canada passed 

the Personal Information Protection and Electronic Documents Act (PIPEDA) to govern 

industry information collection practices, which came into full effect on January 1, 2004.  

PIPEDA similarly has provisions that prohibit the transfer of personal information across 

borders to companies that do not have similar privacy practices: the transferor company 

remains responsible for the personal information once it is disclosed to a third party and 

hence remains liable for privacy violations in foreign countries (Principle One of 

Schedule One of PIPEDA).  In part as a result of the passage of PIPEDA, the European 

Union has deemed Canada to have equivalent privacy protections thus cross-border 

transfers of personal information between companies located in Canada and the European 

Union are permissible. 

 As part of background research for a cross-country comparative survey of privacy 

expectations in seven countries, comparative analysis between PIPEDA and these 

countries revealed that: three European Union countries had adopted highly equivalent 

legislation to PIPEDA via the EU Data Privacy Directive; the United States had adopted 

moderately equivalent legislation on a sectoral basis (e.g., financial industry); and three 

countries (Mexico, Brazil and China) did not have any equivalent legislation (Cockfield 

2004).  The analysis demonstrated the inherent legal risk associated with transferring 

personal information across borders.  Similarly, countries may have different law, 

policies and practices with respect to taxpayer rights and thus transferred taxpayer 

information may be treated in ways deemed unacceptable by certain countries.  

Transferring Tax Information and Anti-Democratic Outcomes 

 As discussed, governments are increasingly turning to tax information as part of 

their efforts to combat the war on terror.  For instance, a government could seek to 

identify the recipient of tax benefits for charitable contributions then investigate the 

nature of these charities to see if they are connected to alleged terrorist activities within 

foreign countries.  As a result of post-9/11 developments, the technology changes noted 

earlier that facilitate information access, usage and disclosure have been accompanied by 
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legal changes in Canada and elsewhere that, among other things, reduce legal thresholds 

to obtain electronic records and enhance the government’s ability to share personal 

information among different government agencies and foreign governments (Cockfield 

2003).   

 Privacy can be conceptualized as a social interest (in addition to an individual 

right interest) so that government intrusions into privacy interests can be portrayed as 

resulting in harm to social values that are integral to the maintenance of a free and 

democratic society (Regan 1995; Cockfield 2007a).  The interplay between the 

technology change and the legal change has led to concerns that anti-democratic 

outcomes may occur that, at least in the long run, make our societies less secure. For 

instance, the collection, use and disclosure of personal information by government 

agencies, including tax authorities, raises the risk of outcomes such as racial or religious 

profiling and the inhibition of freedom of speech, freedom of association and political 

dissent (Austin, Cockfield and Molinari 2007).   

 There are essentially two worries: first, that the ‘unfair’ targeting of individual 

resident taxpayers for terrorist investigations will erode the democratic fabric of the 

targeting state, and, second, that the transfer of tax information to a requesting state may 

lead to the unacceptable treatment (e.g., torture or other human rights violations) of non-

resident taxpayers.  

ii. Lawyer/Client Privilege 

 As legal commentators often assert, the maintenance of lawyer/client privilege is 

a critical component of a democratic society (e.g., McCracken 2002, at 1898).   Bilateral 

tax treaties often contain provisions that indicate a requested country can refuse to 

disclose confidential tax communications protected by lawyer/client privilege.  For 

example, the OECD model TIEA provides that participating countries can deny requests 

that violate lawyer/client privilege (see OECD 2002 and accompanying commentary to 

paragraphs 5 and 6). 

 In the post-9/11 environment, there have been certain efforts to encroach on this 

privilege in an effort to enlist lawyers as part of the battle against international terrorism.  

For example, Canadian anti-money-laundering legislation initially provided that every 

lawyer commits a crime if he or she fails to report to FINTRAC any information that has 
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raised suspicion in the course of the lawyer’s dealing with his or her client.  As a result of 

lobbying by various lawyer bodies, lawyers have been exempted from these information 

reporting requirements.  Nevertheless, there are ongoing attempts in other countries to 

dilute lawyer/client privilege to assist with terrorist investigations, including efforts to 

access privileged information surrounding tax law advice provided by lawyers to their 

clients. 

 A concern exists that governments will increasingly seek to access privileged 

information or reduce existing treaty protections that assert governments can deny 

requests for tax information that is subject to this privilege. [expand] 

iii. Other Taxpayer Rights 

 Tax treaties and tax information exchange agreements often contemplate 

additional procedural rights and safeguards for certain types of tax information.  For 

example, countries are often permitted to decline a request if the requested information 

would disclose a trade, business or other secret (e.g., OECD 2002, at Article 7).  

Moreover, requests can be denied if they would violate public policy.  For example, if the 

foreign government’s tax investigation is motivated by political persecution then the 

request for information may be denied. 

C. Political Concerns 

i. The Democracy Deficit and Transnational Linkages 

 International tax law remains one of the last areas within public international law 

where governments are extremely reluctant to cede sovereign control.  In contrast to most 

other areas of public international law, for example, there is no international body that 

can bind governments to common tax rules (Cockfield 2006).  As a result, Canada and 

other countries are increasingly turning to informal multilateral agreements sponsored by 

groups such as the Joint International Tax Shelter Information Centre, the Pacific 

Association of Tax Administrators and the Seven Country Working Group on Tax 

Havens to share tax and financial information without these agreements being vetted by 

legislative bodies such as the Canadian Parliament.  [Discuss 2004 memoranda of 

understanding between CRA and IRS] This may lead to a so-called ‘democratic deficit’ 

with Canadian citizens having a reduced political voice in their tax laws, potentially 

harming traditional democratic values (e.g., Campbell 2002; Cockfield 2005). 
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ii. Developed Country Hypocrisy (the ‘Swiss Problem’)     

 Another political concern arises from the fact that many countries accuse the 

OECD member states of unduly infringing upon their sovereign control of their tax 

systems.  The labeling of certain countries by the OECD as tax havens subject to 

potential sanctions has been portrayed as a form of neo-colonialism: for instance, when 

the OECD initiated reform efforts in the area of harmful tax competition, supposedly 

infringing tax provisions by non-OECD countries were labeled as ‘harmful’ practices 

whereas infringing tax provisions by OECD countries were labeled as mere ‘preferential’ 

practices (OECD 1998).  The OECD’s level playing field argument—the view that all 

OECD and non-OECD countries should converge on high standards for tax information 

exchanges—can be viewed as hypocritical to the extent that certain OECD member states 

such as Luxembourg and Switzerland maintain regulatory regimes that appear to infringe 

on OECD principles (Easson 2004).  For example, Switzerland maintains only two 

bilateral tax treaties that contemplate limited tax information exchanges in the area of 

criminal tax matters (OECD 2006, at 17).  It may be difficult for non-OECD countries to 

accept proposed CBTIE initiatives made by the OECD when certain OECD members 

themselves refuse to implement these initiatives. 

 Because the OECD is constituted by thirty of the most powerful economic nations 

in the world, it is natural for non-member countries to be concerned that this organization 

seeks solutions that favor the interests of their members.  This process is consistent with 

the ‘club model of governance’ where agencies of dominant governments work in a 

coordinated fashion to establish rules and norms that are consistent with their perceived 

national self-interests, even if these rules and norms are contrary to those of countries 

outside of the club.  More geopolitically powerful states, and the multinational firms 

based within these states, may be using fora such as the OECD to skew the rules and 

policies to their advantage.  The OECD is aware of these charges and has made a number 

of efforts, beginning in the 1990s, to engage in outreach and provide fora for discussion 

and deliberation of policy reforms that can affect non-OECD member states (Cockfield 

2006).  Until OECD countries themselves agree on full-blown tax information exchanges, 

it may be unrealistic to expect non-OECD countries to pursue these reforms with rigor or 

to participate fully in the reform programs once they have agreed to implement CBTIE. 
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D. Summary 

 Laws and administrative practices surrounding CBTIE have developed as a result 

of a process whereby tax authorities and tax advisors react to the actions taken by the 

other party as well as to developments in technology.  A critical and comprehensive 

analysis of this process may help promote the development of optimal laws and policies 

and help us to understand where this process is leading us. 

 The discussion was directed at noting the need for comprehensive tax coverage 

with CBTIE agreements as well as an absence of double incrimination and domestic 

interest provisions within these agreements.   In addition, the linkage between domestic 

tax IT systems and foreign systems to, among other things, fight international terrorism 

may erode privacy rights, putting at risk democratic values.  Moreover, the fact that 

certain OECD countries refuse to enact laws and policies to pursue effective CBTIE 

creates a political dilemma as non-OECD countries query why they should adopt 

comprehensive CBTIE mechanisms, or enforce these mechanisms with rigor once 

adopted, when OECD countries themselves refuse to do so. 

 Law and technology perspectives often emphasize the non-linear inter-

relationships among law, technology and policy interests so that all of the challenges 

identified previously can be portrayed as inter-related.  For example, to the extent that 

agreements promoting CBTIE do not work effectively then revenue losses may result 

affecting various social interests.  Moreover, political constraints promoted by tax 

sovereignty concerns may inhibit legal reform efforts to promote effective sharing and 

low enforcement costs as countries are often reluctant to enter into binding multilateral 

tax agreements.  In another example, if developing countries feel that provisions within 

TIEAs disfavour their interests without the extension of mutual benefits normally availed 

through bilateral tax treaties then they may not participate fully in CBTIE reforms, 

inhibiting their effectiveness. 

III. Addressing the Challenges  

 While the main purpose of this paper is to tease out the principle policy 

challenges posed by enhanced CBTIE, this Part offers initial thoughts on ways to 

investigate the challenges.  Consistent with the law and technology framework discussed 

previously, this Part looks to general themes within law and technology matters as a 
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beginning step toward developing legal and policy prescriptions.  Ultimately, the hope is 

for the analysis to help generate pragmatic policy recommendations that policymakers 

can use to improve the laws and policies that govern CBTIE, with a view to balancing 

efficient exchanges against other policy concerns noted above such as privacy interests.   

A. Technology is Law 

 A central theme within law and technology works is the scrutiny of ways that 

technology itself can promote optimal legal and policy solutions.  For instance, under the 

‘code is law’ perspective, governments should consider regulating the software and 

hardware technologies that constitute the Internet to promote the attainment of policy 

goals (Lessig 1999).  Similarly, software and hardware solutions may help to inhibit 

some of the policy concerns touched on previously.  Under this view, ‘technology is law’ 

in that technology can enable or constrain choices available to consumers, industry and 

government actors that will ultimately influence whether a desired policy goal is obtained 

(Cockfield 2004). 

i. Creating an Architecture of Trust 

 In the long term, CBTIE may be facilitated by the development of a 

comprehensive information sharing network that forms part of the Internet.  Such a 

network could involve the following components (Cockfield 2001, at 1238-1256): 

(a) a secure extranet—a portion of the Internet secured from outside access—extended to 

all participating tax authorities whereby they could transfer tax information on a 

spontaneous, automatic and/or requested basis; 

(b) a secure intranet extended only between each tax authority and its domestic financial 

intermediaries so that the tax authority can access needed financial information; 

(c) the use of digital certificates, registered with a trusted third party, to reveal limited 

information about individual consumers such as the country where the consumer resides; 

(d) the imposition of withholding taxes on payments to investors from countries that do 

not participate in the extranet’s information exchange; 

(e) the use of shared information to identify arm’s length values for transfer pricing 

purposes; and 

(f) the promotion of an online clearinghouse to assist with the automatic assessment, 

collection and remittance of cross-border VAT/GST payments. 
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 The solution will only be workable to the extent that it promotes an “architecture 

of trust” that can be relied upon by among taxpayers, tax authorities and relevant 

intermediaries (e.g., businesses or banks)(e.g., Lessig, at 39-42).  Architectures of trust 

include the following elements (Grant 1998, as excerpted in Cockfield 2001, at 1248):  

-  authentication—to make sure individuals know with whom they are dealing 

- authorization—to ensure an individual is permitted to conduct a particular function 

- privacy—to ensure others cannot discern what exchanges are taking place 

- integrity—to ensure the transmission is not corrupted  

- nonrepudiation—to ensure that a sender of a message cannot deny he or she sent it. 

 The subsequent analysis elaborates on certain elements within the architecture of 

trust. 

ii. Taxpayer Privacy Issues 

 Automated software systems that track consumer transactions for tax purposes 

and which contemplate cross-border sharing on this tax information raise a number of 

privacy concerns.  Individual taxpayers may not wish to have their detailed tax 

information stored within databases of foreign tax authorities.  In particular, the tracking 

of purchases of goods and services for VAT/GST purposes raises the danger that 

consumers will edit their behavior to avoid the state knowing about these purchases 

(hence infringing on the right to freedom of expression). 

 In other words, individuals may not wish to reveal their identities or precise 

geographic location to government authorities and may have particular fears that the 

foreign governments may gain access to this information.  U.S. state tax authorities 

involved in the Streamlined Sales Tax Project (SSTP) encountered resistance based on 

privacy worries when they proposed forcing consumers to reveal their home addresses 

when they purchased goods over the Internet: home addresses were needed to assess the 

appropriate sales tax as both states and over 7,000 local governments assess these taxes.  

Ultimately, the SSTP participants decided to abandon the need for a local address and 

replaced it with a requirement for consumers to input their relevant zip codes. 

 The solution was imperfect as municipalities cross through zip codes, but was 

considered to be an acceptable compromise as privacy concerns had been addressed.  

Similarly, if tax authorities move to assist each other with cross-border VAT 
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enforcement, they can ensure that any automated software does not mandate the need for 

local addresses.  This may be needed to assist with the enforcement of a EU VAT 

Directive that, as of 2003, mandates the imposition of VATs on all cross-border 

consumer purchases of e-commerce goods and services from companies based within the 

EU by individual consumers located outside of the European Union.  Because VATs are 

generally assessed by federal governments, it should suffice to identify the country where 

the consumer resides without enquiring about more detailed information on customer 

location. [discuss origin versus destination-based VATs] 

iii. Protect Data Integrity 

 An important aspect of any CBTIE IT system would be to try to maintain data 

integrity and security when tax information is exchanged through computer networks 

across borders.  An OECD survey showed a diversity of customized software solutions 

deployed by different national tax authorities although some areas of commonality were 

also identified.  Due to the sensitivity surrounding the fear of imposing standardized 

obligations on these authorities, the OECD declined to offer suggestions for ‘best 

practices’.  Nevertheless, in 2005, the OECD’s Committee on Fiscal Affairs decided to 

promote the adoption of a standard transmission format to enable secure electronic 

exchanges (OECD 2007, at 25). 

iv. Inhibit State Abuse 

 Technology mechanisms should also be developed to guard against the potential 

abusive use of this information by government agents.  Software solutions in particular 

can promote systems that try to ensure state agents are held accountable for their 

activities thus inhibiting abuse.  Trusted third party software can be deployed to maintain 

digital logs of all cross-border tax information transfers.  By maintaining logs of searches 

and transfers by tax authorities, authorities and wrongly-accused individuals will have 

access to an audit trail that can assist them in determining whether the cross-border 

exchange was legally permissible in the first place.  The record will also permit 

authorities and individuals to correct errors, if any, within the transferred tax records.   

B. Law is Technology 

i. Gauging Impact of Technology Change on Traditional Taxpayer Interests  
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 To the extent that a combination of technological change along with legal/policy 

change has significantly altered the policy landscape within which CBTIE operates, more 

significant legal and policy reform efforts may need to be undertaken.  Technology is at 

least partly deterministic in nature, as advancing technology can shape and change the 

way we live.  More embedded technologies—such as the IT systems increasingly being 

deployed by national tax authorities—are said to be more deterministic and present 

greater resistance to change. 

 The synthetic theory of law and technology reflects an attempt to undertand the 

potential adverse policy impacts of technology change (Cockfield and Pridmore 2007, at 

503-506).  Under the synthesis of instrumental and substantive theories of technology, 

legal analysis first asks whether the technology change has undermined traditional 

interests that the law seeks to protect (e.g., taxpayer privacy).  If a determination is made 

that these interests are threatened by technology change then legal analysis should 

become more contextual and forward-looking in an effort to come up with legal and 

policy solutions that preserve the traditional interests.  The perspective does not seek to 

present a radical reconception of traditional legal analysis involving law and technology 

matters.  Rather, the theory simply requires a more explicit consideration of the interplay 

between law and technology and the ways technology can have a substantive impact on 

individuals and their legal interests apart from the technology’s initial intended use. 

 The following discussion outlines different possible approaches to determine 

whether the traditional interest could be unduly disrupted by technology change: 

(i) Reviewing all of the relevant laws that govern tax information exchange, within the 

Income Tax Act and elsewhere. 

(ii) Comparing the information exchange provisions within Canadian tax treaties (e.g., 

Article 27 of the Canada-United States tax treaty) with the new language on 

confidentiality and other issues suggested by the revised Article 26 of the OECD model 

tax treaty that includes for the first time the notion of using tax treaties to exchange tax 

information for non-tax purposes.  The new U.S. model tax treaty released on November 

15, 2006, now reflects the changes made to Article 26 of the OECD model tax treaty, but 

its treaty network will need to be amended to reflect these changes. 
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(iii) Reviewing the status of Canadian negotiations of new treaties based on the new 

OECD model Tax Information Exchange Agreement (TIEA), and comparing any 

proposed Canadian TIEAs with the new OECD model TIEA. 

(iv) Accessing government information on the historical and current amounts of tax 

information exchanged under the three main mechanisms contemplated by tax treaties 

(i.e., spontaneous, requested, and ongoing information exchange), perhaps through access 

to information requests to the federal government. 

(v) Comparing Canadian laws and approaches to CBTIE with those in place in other 

countries, such as the United States.  For example, United States tax law permits the 

Internal Revenue Service to access information on the interest income derived by 

Canadian portfolio investors, for possible sharing with Canadian tax authorities, while 

Canada does not appear to have similar legislation in place [need to confirm]. 

(vi) Review the way that foreign governments may access transferred tax information 

without providing notice to the Canadian government or its taxpayer; for example, a 

review of implications of the Patriot Act suggested that U.S. authorities can access 

transferred information on a warrantless basis and without notice to the individual in 

question or to the provincial government ministry that maintains this information [cite 

Loukedelis B.C. Privacy Commissioner report]. 

(vii) Compare fair information practice principles, such as the ones set out in Schedule 

One of PIPEDA, to the principles governing exchange of tax information provisions in 

Canadian tax treaties. 

(viii) Compare different national standards for taxpayer rights to Canadian standards to 

determine the amount of protection for these rights available in foreign countries. 

ii. Possible Unilateral Initiatives 

 Once this review has been undertaken, governments such as the Canadian 

government can consider possible unilateral reform efforts such as: 

(a) Introducing new provisions in the Income Tax Act or into Canadian tax treaties to 

protect the confidentiality of tax information as well as other taxpayer rights;  

(b) Developing CBTIE tax rules to promote a level playing competitive playing field 

between Canadian companies and foreign companies, for example, by ensuring that 

compliance costs associated with the CBTIE regime are low; 
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(c) Introducing changes to the Privacy Act that regulates federal government agencies’ 

collection, use and disclosure of personal information or, at a minimum, the issuance of 

guidelines for government agencies to regulate the sharing of this particularly sensitive 

form of personal information.  A possible solution could be to use the Treasury Board of 

Canada’s privacy impact assessment (PIA) guidelines, which incorporate fair information 

practices as a guide to possible reforms (Treasury Board of Canada 2002).  A PIA 

involves the preparation of a report to ensure that privacy is protected when an existing or 

new policy is implemented.  The PIA could provide a tax authority with a consistent 

framework to evaluate departmental policies and procedures to determine their impact on 

privacy and to take mitigating action to overcome perceived problem areas.   

These guidelines could be used to help protect privacy interests for forms of personal 

information collected through state investigations (Cockfield 2007a). 

iii. Towards a Multilateral Agreement on Taxpayer Rights? 

 To the extent that the previous analysis reveals that traditional interests are 

threatened as a result of technology and/or legal changes then, under the synthetic law 

and technology theory, efforts need to be made to find legal or policy solutions to protect 

these interests that are less deferential to precedent and traditional doctrine.  A possible 

creative solution in this area would be the promotion of a multilateral agreement on 

taxpayer rights.  The idea seems to have attracted at least some support in the past.   

McCracken, for instance, notes, “If tax administration has gone global, perhaps the time 

has come for taxpayers’ rights to follow suit, in the form of an international charter of 

taxpayers’ rights” (McCracken 2002, at 1902). 

 Moreover and as previously indicated, the most recent OECD perspective on 

CBTIE indicates that a workable system should be fair and transparent to all participating 

countries.  Transparency requires agreement as to both the underlying rules with respect 

to the ways that tax information can be transferred across borders as well as with respect 

to the laws and policies that will govern the information once transferred.  While tax 

treaties and TIEAs normally include language ensuring confidentiality of tax information, 

this may not provide sufficient assurance to taxpayers that their rights will not be abused 

if a foreign government gains access to their tax information.  For instance, China 

maintains the death penalty for egregious forms of tax evasion, and countries may be 
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reluctant to share tax information with China if this information will assist with the 

investigation and prosecution of tax crimes that result in capital penalties for taxpayers. 

 It also bears reiterating that the privacy regimes in EU countries as well as certain 

other countries such as Canada indicate that personal information should not be 

transferred across borders to countries that do not require equivalent privacy protections 

for this information.  A multilateral taxpayer bill of rights could help to ensure that 

transfers of tax information to third countries will enjoy similar protection. 

 In international tax law, bilateral agreements, such as bilateral tax treaties, remain 

the norm.  Yet in certain circumstances countries have signaled their readiness to enter 

into multilateral agreements such as the European Council and OECD multilateral 

agreement on tax administration.  In addition, the recent OECD model TIEA 

contemplates the possible adoption of a multilateral agreement governing CBTIE (OECD 

2002, at 2).[note to self: reduce use of acronyms in next draft to avoid reader anger!]   

 In any event, more research and analysis is required before a concrete prescription 

in this area can be offered. 

IV. Conclusion 

 Technology change, especially recent IT developments, has facilitated cross-

border tax information exchanges as tax authorities harness and exploit the power of their 

domestic IT systems and increasingly seek linkages between these systems and those 

maintained by their foreign counterparts.  This technology change has occurred over 

roughly the same period when CBTIE is assuming a more prominent role within the 

international tax regime: CBTIE is attractive to policymakers in part because it is 

politically feasible as it preserves sovereign control over tax policy and is thought to be 

effective at inhibiting abusive tax avoidance, tax evasion, illicit narcotics money 

laundering and terrorist financing schemes.  Possible downsides of enhanced CBTIE 

promoted by this technology change is that the brave new world and hope of technology 

may mask existing deficiencies with respect to information exchange provisions within 

tax treaties or tax information exchange agreements.  Enhanced CBTIE may also amplify 

the risk that taxpayer rights such as privacy may be harmed to the extent that the 

technology change promotes heightened and ongoing sharing of taxpayer information. 
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 This Article deployed a law and technology framework to inform the analysis 

directed at identifying economic, social and political policy challenges promoted by 

enhanced CBTIE.  The Article also discussed different methodological approaches to 

assess whether a combination of technology change and legal change has threatened the 

traditional economic, social and political interests at stake.  Beyond a scrutiny of legal 

rules that govern CBTIE, governments should also consider technology solutions and, in 

the medium to long term, the development of an architecture of trust to enable effective 

information exchanges balanced against the need to protect taxpayer rights.  While more 

research is required to assess an appropriate legal and policy response, it may be the case 

that governments should consider the adoption of a multilateral agreement on taxpayer 

rights to ensure that tax information that is transferred across borders attracts a minimal 

level of protection for these rights.   
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